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Ane 



fi(xi ? ki) is performed 
result or intermediate 
characterized in that 
at option at least one 



ryption method wherein at least one cryptographic sub-operation = 
Dn data xj, kj which are digitally stored as data bit words, the relevant 
results yi being digitally stored or buffered as data bit words, 



of the data Xi, kj and/or the result or at least one intermediate result yi is 
bit- wise complement sd to 3c, , k i and/or y i or not, depending on a control signal x x which is 
based on random numbers. 

2. An encryption method as claimed in Claim 1 , 
characterized in that 

one or more XOR (EXCLUSIVE OR) combinations are formed during the cryptographic 
sub-operations. 

3. An enc yption method as claimed in Claim 1 
characterized in that 

the data contain cryptc graphic keys and/or operands. 

4. An encryption method as claimed in - one of the preceding Claim^/y, 
characterized in that 

re buffered in a register Ri between the execution of successive 
cryptographic sub-operations and are used as an operand xj+i for the subsequent 
cryptographic sub-operations. 

5. An encryption method as claimed in one of the-pfecedmg Claimd^ 
characterized in that 

a bit series Xj+i = yi derivid from the intermediate result yi of a preceding sub-operation i is 
bit- wise complemented tci 3c i+i for a subsequent-operation i+1 if the data Xi, kj of the 
preceding sub-operation i Were bit-wise complemented. 



intermediate results yi 



;ryp 
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6. An encryption method as claimed in e n^ - of th e ^rcccding -*Claim^ 
characterized in that 

during the bit- wise complementary operation at least one bit value, notably the even bit 
values, the odd bit values or all bit values, of a data bit word x*, ki or y\ are inverted. 

X 

7. An encryption method as claimed in, one of the preceding Claims^ 
characterized in that 

bit values or bit addressi ss of a data bit word x t , k x or yi are inverted by means of an XOR 

OR operation) during the bit- wise complementary operation. 



operation (EXCLUSIVE ; 



8. An encryp tion device which includes a processor and registers Rj (14, 16), the 

processor performing at least one cryptographic sub-operation y\ = fj(xi,ki) (10, 12) on 
operands Xj, kj which are digitally stored as data bit words in the registers Ri (14, 16) of the 
encryption device, the rel svant result or intermediate result yi being digitally stored or 



buffered as data bit word: 
characterized in that 
there are provided at least 
signal ri and serves for at 



in the registers Ri (14, 16) of the encryption device, 



; one inverter (1 8 to 28; 30) which can be controlled by a control 
sast one of the data Xi, ki and/or the result or at least one 
intermediate result yi, a rai tdom number generator which generates random numbers, as well 
as a device for generating the control signal r\ on the basis of the random numbers, the 
controllable inverter (18 to 28; 30) either, in dependence on the control signal ri, converting 
the bit series Xj, kj or yi into their bit- wise complement 3c i, k i and y i, respectively, or leaving 
them unchanged. 

9. An encryptio^t device as claimed in Claim 8, 

characterized in that 

at least one register (Ri(14, 115) is succeeded by an inverter (26, 28; 30) which receives the 
same control signal r* as the ijiverter (18, 20) for the data xj, ki which precedes the i* sub- 
operation (10, 12). 



10. An encryption device as claimed in Claim 9, 

characterized in that I 
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the inverter (26, 28) succeeding a register Ri(14, 16) of the sub-operation (10, 12) is 
combined with an inverter (20) for input data x;+i which precedes the subsequent (i+l) 111 sub- 
operation (12). 



1 1 . An encryption device as claimed in Claim 1 0, 

characterized in that 

the combined inverter (30) receives the control signal r\ of the preceding i m sub-operation 
(10) as well as the control! signal n+i of the subsequent (i+l)** 1 sub-operation (12). 



CK.C ^ 



12. An encryption device as claimed u^on e - of the Claimo 8 to 1 h , 

characterized in that 

the data contain cryptographic keys and/or operands. 



13. An encryption device as claimed in- one of the Claimfc-84e> 12, 

characterized in that 



between a preceding 1 th sub-Aperation (10) and a subsequent (i+l) m sub-operation (12) a 



th 



register Rj (14, 16) stores an 



. intermediate result yj of the preceding i* sub-operation (10) and 
forwards this intermediate re suit as an input value xj+i to the subsequent (i+l) 1 * 1 sub-operation 
(12). 



14. An encryption pevice as claimed in one of the Claims-S-te 13, 

characterized in that 

the bit-wise complementary operation inverts at least one bit value, notably the even bit 
values, the odd bit values or all bit values, of a data bit word xj, ki or yj. 
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